«be3onacHas Cerb»: Kak 3alIIUTUTHCH OT MOILIEHHUYECTBA M TPABJIU B
HHTEpHeTe

7 COBETOB 110 3allUTEC JIHYHbBIX JAaHHBIX

[Tomuute: Bam cMapThoH ys3BUM. Y OeIuTeCh, UTO Ha BalTUX
KOMITBIOTEPAX, MOOWJIBHBIX YCTPOUCTBAX M MEPEHOCHBIX TaJKETaxX YCTAHOBJICHBI
MOCJIeTHUE TPOrpaMMHbIe cpeAcTBa 3amuThl. [lovaiie 0OHOBISANWTE 3TO
IporpaMMHOE 0OecreueHue.

He none3yiitech myonuunbiM Wi-Fi nns dunancoseix onepaiuii. Ecnu Bbl
noJib3yerech nyosnyHsiM Wi-Fi B rocTuHUIE WM pecTopaHe, He TPOBOAUTE
0aHKOBCKHX OIEpaliii, ONepaluii ¢ aKIUSIMU WIH IPYTUX BAXKHBIX (PUHAHCOBBIX
TpaH3aKIMi. 3aHUMaNTeCh UMH B O€30MTaCHOCTH, JIOMA.

Ocrteperaiitecs 6ecruiatnoro Wi-Fi. [IpecTynHuku, 3aHuMaromuecs Kpaxen
JMYHBIX JaHHBIX, YaCTO HAa3BIBAIOT TOYKH nocTyna K Wi-Fi opunmanpHeIMu
UMEHAMU Pa3IUYHbIX MECT, B TOM YHCJI€ TOCTUHHII, a3POIIOPTOB UIIU PECTOPAHOB.
Hamnpumep, Touka nqocTyma MoxkeT Ha3biBaThes «freewifiy mnn «hotelwifiy. Ecium
BBI MOJIB3YETECH ITUMH HE3AUTUIIIEHHBIMU CETSMHU, BBl puckyeTe. Eciu Bbl He
yBepeHbl, kakoir Wi-Fi opuimanbHblid, IPOCTO CIPOCUTE CITYKAIIET0 adpoIopTa,
aJIMUHUCTPATOpa TOCTUHUIIBI WM O(UIIMAHTA.

N3beraiite ¢pumuHr-MomeHHUYecTBa. B ciyyae nmomxydeHus mo
AJICKTPOHHOM MOYTE MUCEM OT KOMITAHUM, OAaHKOB WJIM APYTUX OpraHU3aIuil He
NEPEXOIUTE MO cchlTKaM. ['opa3no Ge3onacHee 3aiTH HANIPSIMYIO Ha CTPAHUIIBI
ATUX CAWTOB M HAUTU KOHKPETHOE MPEII0KEHUE WA BOIIPOC. ECu BBl BCe-Taku
peImTe MEeperTH o CChUlKe, yoeauTech, uro URL mpaBunbHbIA. Hampumep,
www.bankofamerica.com, a He bankofamerica.randomsite.com. MoIlleHHUKHI
CO3/JaI0T MOJJIETbHbIE CAUThI U MOJAIEIIbHbIE MEIIIbI, IPUTBOPSSACH U3BECTHBIMU
KOMMaHUsIMHU. Tak y MOIIEHHUKOB MOSABIISIETCA BO3MOKHOCTh YKPACTh Balll MAPOIb
Y JTMYHYI0 WH(OPMAITHIO.

He nyOnukyiiTe BaXXHYIO THUHYIO HH(OOPMAITHIO B COITUATBHBIX CETIX.
Bri6upaiite cekpeTHbIe KOHTPOIBHBIE BOIIPOCHI, HA KOTOPHIE HEBO3MOKHO
OTBETHUTH C MOMOIILI0 HHPOPMALIUU, PA3MEIICHHON Ha Ballle CTpaHUIIe B
Facebook.



Hcnonb3yiTe CI0KHBIE IAPOJIM IS BCEX CBOMX YUYETHBIX 3aIIMCEN.
Hcnonp3yiiTe cloKHbIE AP0, BKIIOYAOIINUE B c€0s CUMBOJIBL, HU(MPBI U OYKBbI
B BEPXHEM M HM)KHEM PETUCTPE, IS 3aLIUThI BalllMX JUYHBIX JaHHbIX. Eciii BaM B
roJIOBY HUYEr0o HE MPUXOJUT, MonpolyiiTe MeTol MEHeMOHUKH. Hanpumep, «51
ponuics B HblO-OpKcKoi 6onbHMIIe Mepcu B 1975 roay» npeBpamiaercs B
Sp@n-i16MB1975r». Mcnonp3yiiTe pazHble Napoyiu, IOTOMY YTO BOpaM Jierde
MOJIYYMTh JIOCTYTI K Ballle TMYHOU MH(POpPMALIUU, KOT/Ia Bl UCIIOJIb3YETE OAUH U
TOT K€ MapOib JJIsl CBOMX YUETHBIX 3aMHCEH.

XpaHuTe NOATBEPKICHHUE 3aKa3a. 3aBEpIINB OKYIKU OHJIAlH, Bbl YBUIUTE
CTpaHHUIly IOJITBEPKACHUS, HA KOTOPOU MepeyrClIeHbl TO3UIMU BalIero 3aKasa
U yKa3aHa uH(opMaius o KIUeHTe, MPOAYKTEe U HOMEP MOATBEPKICHNU.
PacrnieuaTaiiTe K3eMIUIAp CTPAHUIIBI TIOJITBEPKACHUS, @ TAKKE CTPAHUILY C
yKa3zaHHeM Ha3BaHUs KOMIIAHUH, €€ IIOYTOBOI0 ajpeca, HoMmepa Tenedona u
IOPUIMYECKHE YCIOBUS, BKIIIOUas MOJUTUKY BO3BpaTa. XpaHUTE 3TH pacleyaTKu B
TEUYEHHE rapaHTHITHOTO meproa / mepruojaa Bo3Bpara. [Iponasers Takxe MOKET
OTIIPAaBUTh BaM IO JIEKTPOHHOMN MOUYTE COOOIIEHUE C TIOJITBEPKICHUEM 3aKa3a.
CoxpaHuTe u/Wiy pacredaTainTe 3TO COOOIIEHUE, KaK JIIO0YIO APYTYIO MEPENUCKY
C KOMIIaHUSIMHU.

10 coBeTOB 0 TOM, KaKk 00€30NaCUTH ce0s1 U CBOIO CEMbIO B HHTEPHETe
He ny6onukyiite dororpadguu Bamux aeTei ¢ MoANMMCAaHHBIMA HMEHAMH.
He nyOnukyiiTe 1aTel 0OThe3/1a B OTIYCK ¥ BO3BPAIICHHUS IOMOM.
Samumiaite cBoit Wi-Fi u ycranaBnuBaiiTe Ha HEro napoJs.

He nybGnukyiite dhoTorpaduu, Ha KOTOPHIX BUIHBI HOMEpa Ballleil MaIlINHBbI,
azpec u apyras JnuHas uHdopmaus.

He nuivre noaHOCTHIO CBOE UMS, a[IpEC WM ATy POKICHUS B yOJIUYHBIX
npoduisax. YeM MeHbIIEe BBl HATTUIIIETE, TEM JTyYIIIC.

He myOnukyiiTe MaTepuaibl, ©3 KOTOPBIX MMOHATEH BaIll €KETHEBHBIN Tpaduk
WJIV TIPUBBIYKHU.

[IpakTukyiiTe 6e30MacHy0 pabOTy B MUHTEPHETE U HUCIOJIb3yITE TOJIBKO
3amuineHHbie caittel. [IpoBepsiite Hanuune «https://» npu noab3oBaHUM
KPEJIUTHON KapTOU. «S» 03HAYaAET «3allUIEHHBIN (secure).



OYEHD BHUMaTENbHO YUTANTE NOJUTUKY KOH(DHUICHIIUATBHOCTH.
BoABIIMHCTBO CaliTOB MUIIYT, KAK OHU UCIIOJIB3YIOT Ballly HHPOPMALIHIO.

Hacraugaiite, 4TOOBI Ballld JE€TH MOJIb30BAJIUCH HUKaMU, KOTJIa UTPAIOT Ha
MHTEPAKTUBHBIX UTPOBBIX IpHcTaBKax Bpojae Xbox Live, Nintendo u T. A.
Hcnonb3yite poaAUTEIBLCKUN KOHTPOJIb IS 3aIUThI BallUX JETEH.

OO6cyauTe co CBOMMHU JE€ThbMU NOTEHIMAJIbHBIE OAaCHOCTU MHTEpHeTa. [lycTh
Ball JUAJIOT OyJIeT OTKPBITHIM.

6 coBeTOB TeM, KTO CTAJI ’KEPTBOM KHOEePTPaBJIH
OO6parturech 3a MOMOIIIBIO K TEM, KOMY BbI JIOBEpSIETE.

He ynansiite ockopoutenbHbie cOOOIIeHUs. Bbl MOXKeTe HE UUTaTh X, HO
XpaHUTE B KAUECTBE JOKA3aTEIbCTBA.

He otBeuaiite Ha ockopOeHus. Baiu oTBeThI pa33aopuBalOT arpeccopoB U
JAI0T UM YYBCTBO 3HAYUMOCTH U BIUSHUS.

3a0n0KupyHTE OTIPABUTENST OCKOPOUTETBHBIX COOOIIEHUH.

CoobmuTe 0 mpobyieMe BaleMy HHTEPHET-TPOBalIepy, aIMUHUACTPAIIUH
cayTta U B IIOJIUIHIO.

BbI He MOkeTe KOHTPOJIUPOBATh ICUCTBHS T€X, KTO BaC TPABHUT, HO BbI
MOJKETe KOHTPOJUPOBATh CBOIO peakIuio. Eciii OHU CMOTYT BBIBECTH Bac U3 ceOsl,
OHU IT00EINITH.



